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Introduction

SQL Serversa DBMS

It evolvedfor manyyears
andnowIisamature
producton the market
Onecaninstallmany
Instanceson oneserver

Onlyoneisthe default
Othersarenamed

Wersja
1.0 (0S/2)
4.21 (WIinNT)
5.0
6.5
7.0

8.0

9.0
10.0
10.50
11.00
12.00
13.00

Rok
1989 | SAL Server 1.0
1993 | SAL Server 4.21
1995 | SAL Server 6.0
1996 | SAL Server 6.5
1998 | SAL Server 7.0
1999 ‘?’[]L Server 7.0
OLAP Tools
2000 | 3QL Server 2000

SQL Server 2000
2003 ] N
E4-bit Edition

2005 | SQL Server 2005
2008 | SQL Server 2008

2010 | SQAL Server 2008 R2

2012 | SQL Server 2012
2014 | SQL Server 2014
2016 | SQL Server 2016

Nazwa wydania

Nazwa kodowa

50QL95
Hydra
Sphinx

Plato
Shiloh
Liberty

Yukon
Katmai
Kilimanjaro
Denali

Hekaton



Introduction

Mainservices for thelefaultinstance
MSSQLServer

SQLServerAgent
8 Al AnadddiOstaAce

MSSQLServer$instanceName

SQLServerAgent$instanceName
Maintools

Microsoft SQL Server Management Studio
SQLServerProfiler



Introduction

There2 typesof databases

System anduser
Systemdatabases
master
Informationaboutdatabasesits file locations
Accountinformation andother like endpoints configuration etc.
tempdb

Temporaryworkspace usedto processingjueries etc.
After restartrestoredon thebasison modeldatabase

msdb

SQLServerAgenservicedatabase
Includesinformation about job schedulesalerts, etc.

model
Databasetemplate

https://[docs.microsoft.com/ens/sgl/relationabatabases/databases/systesatabases



https://docs.microsoft.com/en-us/sql/relational-databases/databases/system-databases

Introduction

Databasefiles
Mainfilesz *. mdf
Secondaryz *. ndf

Transactionog z *. Idf
Transactionog andrecoverymodel

Full
Bulk-logged

Like full, butexcludedbulk operations
e.g. bulk, select.into, createindex,writetext, updatetext

Simple



Introduction

Authenticationmodes
Windows
Mixed mode



Introduction

We considersecurityin thefollowing areas
Dataconsistency
Dataaccesxontrol

Dataencryption
In storage
In transit
Dataavailability

Backup andestorestrategy
Transactionlog strategy

Auditing
Policies



Data consistency

Securedoby ACIDoroperty of transactions
Right choice ofsolationlevel
Isthat enougif?

What aboutbusinessules?

Wherearethey implementedandwhereisthe
validationexecuted

Transactional/s.eventualconsistency



Basic concepts

Scopes
Serverlevel
Databas€devel
Schemalevel

Principals
Entity who wantsaccesgo aresource

Securables

Resourceshat canbe requestedby principles




Principals

Serverlevelprinciples(logins)
SQLServer authenticatiorogin
Server role
Windows authentication login for a Windows user

Windows authentication login for a Windovgsoup
Everyloginhasa SID
Canbecreate®

In MGMT studio (Securit® Loging

CREATE LOGIBlatement
Someoptions

MUST_CHANGE, DEFAULT _DATABASE&" h
CHECK_EXPIRATION = ON, CHECK_POL@Y =

https://[docs.microsoft.com/ul/sql/relationaldatabases/security/authenticati@tcess/principaldatabaseengine



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

Principals

Databaselevelprincipalsusers
DatabaseUser(there aremanytypes)
Database Role
Application Role

Basicoperations

CREATE USERdstUsef FOR LOGIN
[CustomUsefWITH DEFAULT SCHEMABD]

After useris createdthere isno permissionassociated

ALTERUSERTestUset WITH login FNewLogin
Usefulwhenwe attacheddatabase

https://[docs.microsoft.com/ul/sql/relationaldatabases/security/authenticati@tcess/principaldatabaseengine



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

Principals

Specialprincipals
sa(login)
System administrator witHull power
Memberof the sysadminfixedrole

dbo (db usel)

Standsfor databaseowner
Alias to thedatabaseownerwhenconnected
public (logindb use)
Assignedo everylogin (onservel) andeveryuser(ondb)
Cannotberemoved but onecanchangethe permissions
It isrecommendedio not adddeny, becauset affectsall users
guest
Presentin everydatabase

Permissions granted to the guest user are inherited by users who have access t
the database, but who do not have a user account in the database

https://[docs.microsoft.com/ul/sql/relationaldatabases/security/authenticati@tcess/principaldatabaseengine



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

Principals

ServerRoles

Thereare2types

9 fixed serverroles(builtin)

sysadmin serveradmin securityadmin processadminsetupadmin
bulkadmin diskadmin dbcreator, public

The permissions that are grantezhnnotbe changed

Customserverroles
Basicoperations
CREATE SERVER ROBBrheRolé
1 It ispossibilityto createcustomserverroles
ALTER SERVER ROIlsydadmii ADD MEMBERausej

List of permissiondor a role
Sp_srvrolepermissiotsecurityadmin

https://[docs.microsoft.com/l/sql/relationaldatabases/security/authenticati@atcess/servdevetroles



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles

Principals

SERVER LEVEL ROLES AND PERMISSIONS

sysadmin fixed server role

CONTROLSERVER

bulkadmin fixed server role dbcreator fixed server role setupadmin fixed server role SetEt T fied saroar Fale

| ADMINISTER BULK OPERATIONS ALTER ANY DATABASE ALTER ANY LINKED SERVER ALTER ANY LOGIN
— (Can create, alter, and drop | (Cancreate, alter, and drop logins)

CREATE ANY DATABASE linked servers)

All permissions

diskadmin fixed server role serveradmin foed servertole processadmin fixed server role

ALTER RESOURCES ALTER SETTINGS ALTER SERVER STATE ALTER ANY COMNECTION

SHUTDOWN YIEW SERVER STATE

ALTER ANY ENDPOINT

WIEW ANY DEFINITION CREATE ENDPOINT ALTER ANY EVENT NOTIFICATION
pubic serverrole

CREATE DDL EVENT NOTIFICATION
YIEW ANY DATABASE all il it el A

S— CREATE TRACE EVENT NOTIFICATION
Has CONNECT permission

It nts.

ALTER ANY CREDENTIAL ALTER TRACE

ALTER ANY SERVER AUDIT AUTHENTICATE SERVER HNSAFE: ASSENBLY

CONNECT 50L EXTERNAL ACCESS ASSEMBLY
(Granted to all newlogins)

l/relationaldatabases/security/authenticati@atcess/servdevetroles



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles

Principals

Databaseroles

Thereare2types.

Fixed(predefined

db_owner db_securityadmindb_accessadmindb backupoperator

db_ddladmin db_datawriter, db_datareaderdb_denydatawriter
db_denydatareader

Permissionghat aregrantedcannotbe changed
List of permissiondor role:

sp_dbfixedrolepermissionolename
Flexible(definedby use)
How tomanageroles?
From SQL
1 CREATE ROLBlename

1 ALTER ROLBEolename{ADD|DROP} MEMBERSername|rolenamg
From MGMT Studio

https://[docs.microsoft.com/gl/sql/relationaldatabases/security/authenticati@atcess/databaskevelroles



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles

rincipals

FIXED DATABASE LEVEL ROLES AND PERMISSIONS

db_owner fixed database role \

CONTROL DATABASE db_ddladmin

All
ALTER ANY USER dh_backupoperator he d , ALTER ANY ASSEMBLY

All permissionsin : ALTER AMNY ASYMMETRIC KEY
= SRR ALTER AMY CERTIFICATE

—_—— ALTER ANY CONTRACT
CREATE SCHEMA | BACKURIIOS ; ALTER ANY DATABASE DDL TRIGGER
4 \ ALTER ANY DATABASE EVENT NOTIFICATION
CONMECT CHECKPOINT ALTER ANY DATASPACE

ALTER ANY FULLTEXT CATALOG
ALTER ANY MESSAGE TYPE
ALTER ANY REMOTE SERVICE BINDING
ALTER ANY ROUTE
ALTER ANY SCHEMA
ALTER ANY SERVICE

db_accessadmin

- - ALTER ANY SYMMETRIC KEY
db_datawriter db_denydatawriter CHECKROINT

GRANT DELETE ON DATABASE:<name> DENY DELETE ON DATABASE:<name> CREATE AGGREGATE

GRANT INSERT ON DATABASE:=name> | DENY INSERT ON DATABASE:=<names CREATE DEFAULT

k CREATE FUNCTION
CREATE PROCEDURE

CREATE QUEUE
db_securityadmin CREATE RULE
CREATE SYNONYM
CREATE TYPE
CREATE VIEW

CREATE SCHEMA ! ecial purpose CREATE XML SCHEMA COLLECTION

REFERENCES
WIEW DEFINITION

https://[docs.microsoft.com/gl/sql/relationaldatabases/security/authenticatierccess/databaskevetroles



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles

Principals

Applicationroles
Givespossibilityto assignpermissionto aspecific
application
A scenario
A user executes a client application.

The client application connects to an instance of SQL Server
as the user.

The application then executes thsp_setapprolestored
procedure with a password known only to the application.

If the application role name and password are valid, the
application role is enabled.

At this point the connection loses the permissions of the user
and assumes the permissions of the application role

https://[docs.microsoft.com/gl/sal/relationaldatabases/security/authenticati@tcess/applicaticroles



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/application-roles

Schema

Ingeneral
Completestructure of tables(objects) andrelationship
In SQL Server
Collection ofobjectswithin adatabase
Databasecanhavemanyschemas
Basicoperation:

CREATE SCHEMA\Varehouse
[AUTHORIZATION <User>]

Authorizationdefinesan owner

Accesingschemas [schemd.[object]
E.g CREATE TABLRMarehousé[invoice¥ § 8 (

Defaultschema [dbo] (ownedby dbo)

Changinga schema
ALTER SCHEMNewSchema RANSFERbo.Person



Impersonation

Normally, everystatementisexecutedin the
contextof the connecteduser
Impersonationcanbe achievedoy EXEC AS

EXECUTE AS {LOGIN | USERpmE
Return to theoriginalcontext

REVERT



Permissions Hierarchy

O

Principals

Windows Level

Windows group
Windows domain login
Windows local login

SQL Server Level

Fixed server role

SQL Server Login

User-defined fixed
server role

(o

https://[docs.microsoft.com/l/sql/relationaldatabases/security/permissienmigrarchydatabaseengine

Fixed database role
Database user
Application role
User-defined
database role

Securables

Microsoft SQL Server

S0QL Server Login
Endpaint
Database

Database

¥

Application role
Assembly
Asymmetric key
Certificate
Contract
Full-text catalog
Message type
Remate service binding
Role

Route

Service
Symmetric key
User

Schema

Schema

Table
Wiew
Functian
Procedure
Queue
Synanym

Type
¥ML schema collection

Schema

Schema

Schema

Schema

Schema

@ Database
@ Database



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/permissions-hierarchy-database-engine

Permissions

Managingpermissions

FromMGMT Studio

OpenDatabaseproperties
Changetab to permissions

From SQLthere aremuchmore syntax

GRANT { ALL [ PRIVILEGES ] }

| permission [ (column|[,..n])][,...n]

| ON [ class ::] securable ] TO pr|n0|pal [,..

[ WITH GRANT OPTION ] [ AS principal ]
REVOKE

<permission> [ ,..

[ ON [ <lass_type ]securable]

[ FROM | TO ] prlnC|paI [,..n]

[ CASCADE ]

DENY{ALL [ PRIVILEGES ] }
| permission [ (column[,..n])][,..n]

| ON [ class :: ] securable ] TO principal [ ,...n

| CASCADE] [AS principal ]

https://[docs.microsoft.com/euns/sqgl/tsal/statements/statements

]


https://docs.microsoft.com/en-us/sql/t-sql/statements/statements

Permissions

https://[docs.microsoft.com/gl/sql/relationaldatabases/security/permissiedatabaseengine




