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ÁIntroduction
ÁData consistency
ÁData accesscontrol
ÁData encryption
ÁIn storage

ÁIn transit
ÁData availability
ÁBackup and restorestrategy

ÁTransactionlog strategy
ÁAuditing
ÁPolicies



ÁSQL Server isa DBMS
ÁIt evolvedfor manyyears

and now isa mature
producton the market
ÁOne caninstallmany

instanceson one server

ÁOnlyone is the default

ÁOthersarenamed



ÁMainservices for the default instance
ÁMSSQLServer

ÁSQLServerAgent
Áȣ ÁÎÄ ÆÏÒ Á namedinstance
ÁMSSQLServer$instanceName

ÁSQLServerAgent$instanceName
ÁMaintools
ÁMicrosoft SQL Server Management Studio

ÁSQL Server Profiler



Á There2 typesof databases
ÁSystem and user

Á System databases
Ámaster
ǐInformation aboutdatabases, its file locations
ǐAccountinformation and other like endpoints, configuration, etc.

Átempdb
ǐTemporaryworkspace, usedto processingqueries, etc.
ǐAfter restart restoredon the basison model database

Ámsdb
ǐSQLServerAgentservice database
ǐIncludesinformation about job schedules, alerts, etc.

Ámodel
ǐDatabase template

https://docs.microsoft.com/en-us/sql/relational-databases/databases/system-databases

https://docs.microsoft.com/en-us/sql/relational-databases/databases/system-databases


ÁDatabase files
ÁMainfilesɀ*.mdf

ÁSecondaryɀ*.ndf

ÁTransactionlog ɀ*. ldf
ÁTransactionlog and recoverymodel
ÁFull

ÁBulk-logged
ǐLike full, but excludedbulk operations,

e.g. bulk, select..into, createindex, writetext, updatetext

ÁSimple



ÁAuthenticationmodes

ÁWindows

ÁMixed mode



ÁWe considersecurityin the following areas
ÁData consistency

ÁData accesscontrol

ÁData encryption
ǐIn storage

ǐIn transit

ÁData availability
ǐBackup and restorestrategy

ǐTransactionlog strategy

ÁAuditing

ÁPolicies



ÁSecuredby ACID propertyof transactions
ÁRight choice of isolationlevel
ÁIsthat enough?

ÁWhataboutbusiness rules?

ÁWherearethey implementedand whereis the 
validationexecuted?

ÁTransactionalvs. eventualconsistency



ÁScopes

ÁServer level

ÁDatabase level

ÁSchemalevel

ÁPrincipals

ÁEntity who wantsaccessto a resource

ÁSecurables

ÁResourcesthat canbe requestedby principles



ÁServer-levelprinciples(logins)
ÁSQL Server authentication Login
ÁServer role
ÁWindows authentication login for a Windows user
ÁWindows authentication login for a Windows group

ÁEverylogin hasa SID
ÁCanbe createdȣ
ÁIn MGMT studio (Security Ą Logins)
ÁCREATE LOGIN statement

ÁSomeoptions
ÁMUST_CHANGE, DEFAULT_DATABASE = ΅ȣ΅ȟ 

CHECK_EXPIRATION = ON, CHECK_POLICY = ON

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine


ÁDatabase-levelprincipalsusers
ÁDatabase User(therearemanytypes)

ÁDatabase Role

ÁApplication Role
ÁBasic operations:
ÁCREATE USER [TestUser] FOR LOGIN 

[CustomUser] WITH DEFAULT SCHEMA=[dbo]
ǐAfter useriscreatedthere isno permissionassociated

ÁALTER USER [TestUser] WITH login = [NewLogin]
ǐUsefulwhenwe attacheddatabase

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine


Á Special principals
Á sa(login)
ǐSystem administrator with full power
ǐMemberof the sysadminfixedrole

Á dbo (db user)
ǐStandsfor databaseowner
ǐAlias to the databaseownerwhenconnected

Á public (login, db user)
ǐAssignedto everylogin (on server) and everyuser(on db)
ǐCannotbe removed, but one canchangethe permissions
ǐIt is recommendedto not adddeny, becauseit affectsall users

Á guest
ǐPresentin everydatabase
ǐPermissions granted to the guest user are inherited by users who have access to 

the database, but who do not have a user account in the database

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/principals-database-engine


ÁServer-Roles
ÁThereare2 types
ǐ9 fixedserverroles(builtin)
ǐsysadmin, serveradmin, securityadmin, processadmin, setupadmin, 

bulkadmin, diskadmin, dbcreator, public
ǐThe permissions that are granted cannot be changed

ǐCustomserverroles
ǐBasic operations:
ÍCREATE SERVER ROLE [SomeRole]
¶It ispossibilityto createcustomserverroles
ÍALTER SERVER ROLE [sysadmin] ADD MEMBER [auser]

ÁList of permissionsfor a role
ǐsp_srvrolepermission'securityadmin'

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles


https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/server-level-roles


ÁDatabase roles
ÁThereare2 types:
ǐFixed(predefined)
ǐdb_owner, db_securityadmin, db_accessadmin, db_backupoperator, 

db_ddladmin, db_datawriter, db_datareader, db_denydatawriter, 
db_denydatareader
ǐPermissionsthat aregrantedcannotbe changed
ǐList of permissionsfor role:
Ísp_dbfixedrolepermissionrolename

ǐFlexible(definedby user)
ǐHow to manageroles?
ÍFrom SQL
¶CREATE ROLE rolename
¶ALTER ROLE rolename{ADD|DROP} MEMBER {username|rolename}
ÍFrom MGMT Studio

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles


https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/database-level-roles


ÁApplication roles
ÁGivespossibilityto assignpermissionto a specific

application
ÁA scenario
ǐA user executes a client application.
ǐThe client application connects to an instance of SQL Server 

as the user.
ǐThe application then executes the sp_setapprolestored 

procedure with a password known only to the application.
ǐIf the application role name and password are valid, the 

application role is enabled.
ǐAt this point the connection loses the permissions of the user 

and assumes the permissions of the application role.

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/application-roles

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/authentication-access/application-roles


Á In general
ÁComplete structureof tables(objects) and relationship

Á In SQL Server
ÁCollection of objectswithin a database
ÁDatabase canhavemanyschemas

Á Basic operation:
ÁCREATE SCHEMA <Warehouse>

[AUTHORIZATION <User>]
ǐAuthorizationdefinesanowner

ÁAccesingschemas: [schema].[object]
ǐE.g. CREATE TABLE [Warehouse].[InvoiceɎ ɉ ȣ Ɋ

ÁDefaultschema: [dbo] (ownedby dbo)
ÁChanginga schema
ǐALTER SCHEMA NewSchemaTRANSFER dbo.Person



ÁNormally, everystatementisexecutedin the 
contextof the connecteduser
ÁImpersonationcanbe achievedby EXEC AS

ÁEXECUTE AS {LOGIN | USER} = 'name'

ÁReturn to the originalcontext

ÁREVERT



https://docs.microsoft.com/pl-pl/sql/relational-databases/security/permissions-hierarchy-database-engine

https://docs.microsoft.com/pl-pl/sql/relational-databases/security/permissions-hierarchy-database-engine


Á Managingpermissions
ÁFrom MGMT Studio
ǐOpen Database properties
ǐChangetab to permissions

ÁFrom SQL (therearemuch moresyntax)
ǐGRANT { ALL [ PRIVILEGES ] }  

| permission [ ( column [ ,...n ] ) ] [ ,...n ]  
[ ON [ class :: ] securable ] TO principal [ ,...n ]   
[ WITH GRANT OPTION ] [ AS principal ] 

ǐREVOKE   
<permission> [ ,...n ]  
[ ON [ <class_type> :: ] securable ]   
[ FROM | TO ] principal [ ,...n ]  
[ CASCADE ] 

ǐDENY { ALL [ PRIVILEGES ] }  
| permission [ ( column [ ,...n ] ) ] [ ,...n ]  
[ ON [ class :: ] securable ] TO principal [ ,...n ]   
[ CASCADE] [ AS principal ] 

https://docs.microsoft.com/en-us/sql/t-sql/statements/statements

https://docs.microsoft.com/en-us/sql/t-sql/statements/statements


https://docs.microsoft.com/pl-pl/sql/relational-databases/security/permissions-database-engine


