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 Introduction
 Security requirements
 Security principles
 Frameworks

 OSA

 SABSA



 Architecture definition from ISO/IEC 42010

Fundamental concepts or properties of a system in its 
environment embodied in its elements, relationships,
and in the principles of its design and evolution



 Architecture can be considered on different levels
 Enterprise

 Information

 Solution

 Software

 Integration

 Infrastructure
 … and described in different ways

 Artifacts (diagrams, matrix)

 Viewpoints and Views

 ArchiMate, UML, BPMN, …



 Why architecture?

 Support business needs

▪ including non-functional requirements

 Managing complexity

 Maintanability and interoperability

▪ Support change management

 Reusability of components

 Cost control



 What about Security Architecture?

 Part of Enterprise/IT Security

 Support business needs

 Security is a property of something else

▪ There is always a context

 There is no general „secure” meaning

▪ Dependent on context and threats

 Is about applying security controls to meet the 
risk apetite



 Definition of IT Security Architecture from 
OSA (Open Security Architecture)

The design artifacts that describe how the security 
controls are positioned, and how they relate to the 
overall IT Architecture. These controls serve the 
purpose to maintain the system’s quality attributes, 
among them confidentiality, integrity, availability, 
accountability and assurance.



 Security is usually considered as a part of 
non-functional requirements

 Most often we can consider 2 main sources

 Customer’s expectations

▪ Authorizations, SSO, authentication method

 Law and regulations

▪ PCI-DSS, HIPPA, GDPR, internal policies & directives

 Needs to be part of business requirements



 Clear, explicit and complete documentation
 E.g. importance of shared understanding of authZ

 Prototypes (authZ matrix, flows)
 Part of definitione of done in product backlog
 How to test security requirements?

 Part of test strategy

 Concept of abuse bases:
▪ Use case: The system allows bank managers to modify an 

account’s interest rate

▪ Abuse case: A user is able to spoof being a manager and 
thereby change the interest rate on an account





 Solution & Software oriented
 Minimize attack surface area
 Establish secure defaults
 Principle of Least privilege (or deny by default)
 Principle of Defense in depth
 Fail securely
 Don’t trust services
 Separation of duties
 Avoid security by obscurity
 Keep security simple & Usable
 Fix security issues correctly



 There are different frameworks and models
 The most popular ones we will cover shortly

 SABSA

 OSA



 OSA stands for
 Open Security Architecture

 The OSA vision
 OSA distills the know-how of the security 

architecture community and provides readily 
usable patterns for your application. OSA shall be 
a free framework that is developed and owned by 
the community.

 Different aspects covered, let’s look at some
of them











 SABSA stands for
 Sherwood Applied Business Security Architecture

 Definition from SABSA:
 Methodology for developing business-driven, risk 

and opportunity focused enterprise security & 
information assurance architectures, and for 
delivering security infrastructure solutions that 
traceably support critical business initiatives

 Comprised of a number of integrated frameworks, 
models, methods and processes





 Completeness:

 Has every business requirement been met?

 Business Justification:

 Is every component of the architecture needed?



 Business objectives
 Business drivers
 Risk and opportunities



 High level architecture
 Translate business goals in terms of

Business Attributes Profile
 Define strategies for different aspects, e.g.

 Application Security

 Network Security

 Defence in depth



 Business Attribute Profile



 Most common attributes

 Confidentiality

 Integrity

 Availability

 Privacy

 Traceability

 Non-repudiation



 Defense in depth



 Categories of controls

 Deterence

 Prevention

 Containment

 Detection and Notification Services

 Recovery and Restoration Services

 It is up to architect to decide what to put in 
every layer of defence



 Strategies and services should be defined
for chosen business attributes and areas

 Example areas and services
 Application Security

▪ Authorisation, Authentication, Access control, Audit, 
Administration,

 Network Security
▪ Entity authentication, gateways (firewalls), bandwidth control, 

intrusion detection and prevention, security zones

 Data Management Security
▪ Retention time, backup & restoration strategy

 Platform Security
▪ Hardening details, available services, virtualization modes, 

separation strategies



 Focus on the information assets
 Security Services needs to defined

in details and integrated
 End-to-end protection of information flows
 Examples of security services:

 Entity Registration, User & Device authentication

 Session authentication, Message integrity protection

 Entity authorisation, Audit trails, Data confidentiality, 
Data replication and backup, Intrusion detection



 Turn security services
into physical security mechanisms 

 Logical information convert
into data model

 Tables, messages, certificates, signatures, etc.

 The following areas should be covered:

 Platform security, Hardware security, Network 
Topology, Directory Topology, etc.

 Proper usage of cryptography including key 
management



 Examples of converting security
services into mechanisms

 Authorisation: Roles

 Entity Authentication: Login procedure, 
Passwords, Multi-factor authentication

 Message Origin Authentication: Message integrity
checksums, Digital signatures

 Non-Repudiation: Digital signatures, Audit logs

 Stored Data Confidentiality: Access control 
mechanisms, Stored data encryption



 Work with components that are

 hardware items, software items,

 interface specifications and standards.

 The lowest level when we need to elaborate, e.g.

 Products, tools, including data repositories or CPUs

 Configuration, technical details

 Standards, tools and protocols both hardware and 
software, e.g. NIST, ISF, W3C, ECMA

 Personnel management tools and products



 Contextual

 Intention that there are assets which needs to be 
protected, clasification of prioritized items

 First attempt to authorization & roles



 Conceptual

 Potential Federations

 General flows and components

 Strategy



 Logical

 Which entity authenticates where

▪ both on user and devices level

 Authentication flows, location of authentication 
and authorization services

 Where are the enforcement and decision for ACS

 Which authorization rules are executed where



 Physical

 Authentication protocols (e.g. SAML2, OID 
Connect), methods (user name/password) vs. SSO

 Directory services (user store: LDAP or local DB?)



 Component

 Exact products to be used, configuration details

 URL’s and IP addresses

 Signature algorithm for tokens

 User logon screen prototypes



 What?
 Why?
 How?
 Who?
 Where?
 When?






