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Introductionc blockchaimeedsP2P

Blockchainwantsto achieve

ADecentralisation

ALack of central authoritthat can
controla system

ARobustness
AByzantinefault tolerance
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Server-based P2P-network

Sounddike P2P.



P2P as hlockchainayer

ASimilarlyas incomputer
networks, we want tesplitthe
applicationinto abstraction
layersandusethem | ablack
boxeg  Zhygheklevelof
abstraction

AVM layer¢ changesn the
blockchaing e.g BitcoinScript
bytecodes EthereumVM



Nodetypesandtasks

W ¢ Wallet, Sc storingentire blockchain

C¢ consensufblockmaking

R¢ relaying

A Lightweightnodes(W, possiblyR (not in BTC
A Fullnodes(S+R)

A Consensusodes(S+C+RPpWc¢ miners

A Referencenode (W+S+C+R)

A PoolProtocolServergconnectionbetween
the mainnetwork andminingpoolsusing
other protocolsinternally)
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Whatbusiness dmodeshavein doingtheir tasks

AW ¢ justwantsto knowthe balance

ASc¢R 2 S avgin®tdrely on othersto
checktransactiordblockvalidity

ACc wantsto getrewardfor addinga
new blockand spreadinformation
aboutit sothat it will be inlongest
chain

ARC¢ becauseof the protocolwhich
penalizeshon-propagatingnodes(to
ensuregoodpropagatior) e.g peers
stop sendinginfo to them ¢ but some
lightweightnodesrely on full nodesto
communicatewith network




Baseprotocols- gossip

ASimple family oprotocols

ASharenewincominginformation
with neighbourgpeers ¢ with all
or with somesubset

ACancomputeaggregatebasedon
knowninformation or spread
receivedinformation

ASharingnformationin awaythat
doesnot flood the networktoo
muchc e.g spreadonly
periodically

AAlsocalledepidemicprotocols




Nodetypesandtasksc informationspreading

Alnformation in the network
needsto bewell distributed (for
full nodes

ANo needto seekfor information
far away

AFloodingprotocols(gossiplike)

ATypicallysendhashesof what
we have(blocks transaction$
and peerasksfor more

informationif it lacksobjectwith IREEEEESES
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Nodetypesandtasksc whatanodedoes
throughthe network

Whatdoesnodedo in the network:
A join the networkc¢ discovery
A maintainconnectionwith peers- routing

AvaIidatei_ncoming‘addedblocld pending
transactionc not lightweightnodes

A spreadblock transaction(either oursor
relayed ¢ only Rnodes

A update knowledgeaboutblockchai
whennew blockarrives addall or only
what isinteresting(e.g Bloomfilters);
alsoupdateafter beeingoffline

A confirmtransactionof interesthasbeen ) e [ e
executed S st ) o e
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Nodetypesandtasksc blocktransaction
broadcasting

AAspreviouslytold, gossiplike
(control flooding)

ASpreachashesof blocksand
transactionswe haveto peers

Alf they lacka certainblockor
transaction they askusto send
It

ABanmechanismnin a network for
maliciousnodesand nodesthat

do not broadcastdorrect)
iInformation




Nodetypesandtasksc makinga transaction

ACreateand signa transaction
AValidateit locally
ASendit to the network

AWait and updateknowledgeas
new blocksare added




Nodetypesandtasksc pendingtransaction
verification

AKeeptrack of unspenttransactionoutputs
(UTXO in BT(balancesn ETHY all (full
node) or only sometransactions
(lightweigh)

AErasdrom UTXQvhat hasbeenusedas
input for anothertransaction

ACheckf inputs havenot beenusedand
existc in earlierblocksor earlierin same
block¢ checkin UTXOlightweightnode
doesnot verifytransactionsandblocks
but only tracktransactionsof interest

ACheckf output sum <=input sum
ACheckhat it is correctlysigned




Nodetypesandtasksc new blockverification

AAsnew blocksarrive, we want to
verify them ¢ verify consesuge.g
PoWhashin BTC) angerify
transactiongan the block

ALightnodedoesnot verifywhole
block typicallyit relieson afull
nodeto sendit only blockhashes
andfiltered transactiongit does
not processdlocky

AFullnodesneedto rememberin
whichblocktransactionswvere used
(out of UTXOq if askedaboutan
old transaction




Nodetypesandtasksc updatingknowledge
whennew blockarrives

AStoreinformation ¢ update
blockchainstate (store whole
block or onlyahash

ACheckf anyof the transactions
In the blockinterestsusc If it
does keepits blockID andtrack
confirmations(lightweightnode
relieson other nodesto send
them filtered transactiong

ASpreadnformation aboutthe
block(Rnodeg




Nodetypesandtasksc updateafter being
offline

ARetrievelackingblocksfrom
peers(full node)

ARetrieveonly hashesof the
blocks(lightweightnode)




Nodetypesandtasksc verifyingtransactionof
interestreallyoccured

ANeedto knowthe blockID (and
position) ¢ then verificationis done
usingmerkletrees(SP\fhodes
needto aska full nodefor a proof)

Alf blockIDis not known, needto
checkeveryblock

ARatherR 2 ycledkinputsetc. if we
know transactionhasconfirmations




Baseprotocolsg DHT idea

AEachnode hassomesubspacdnearrandomlychoseniD)
ACanbe usedto distribute (key, value) pairs
- ACanbe usedfor network balancing(uniform randomID distribution) -
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Baseprotocols- Kademlia

AlDis somebit sequence

ADistancebetweentwo IDsisthe
XOR of théDstakenas anumber,
distancegyroupedby leadingbits

ANumberof nodesin nextdistances
decreasedy 2at average

AParameters
A| (numer ofbranchingfactor when
guerying
A B (engthof akeyin bits)

Ak (maximum numer ofieighboursin
givendistancg A k-buckets




Baseprotocols- Kademlia

AProtocolmessage$RPCk
APII_NGQ checkthat neighbouris
allve

AFIND_NODErecipientreturnsk
nodesclosestto the key

AFIND_ VALUEIlike FIND NODE,
but returnsvalueof the keyif
known

ASTORE storea (key, value) pairin
the node (not necesarillyonly the
closestone)

ACommunicatiorthrough UDP

— g
11...1 ]A\/\)\/PM of 160-bit numhk 00...00
OO e e e e e e e e e e ey e e




Kademliag joiningthe network

A Must know at leastone node (e.g
hardcoded

A Pickrandomkey¢ ID

AFIND NODE{y_ID askedto known
node

AFIND NODE:

A usuallyaskedto| nodesclosestto
desiredkey

A the nodesreturn (IP, port, IDyuplesfor k
nodesthey know closedo that key

A then repeatsincewe nowknow nodes
closer(updateour k-bucketg

A canaddinformation aboutRTT and
adjusttimeout for eachnodeto start
new query after this timesout ¢ do not
surpass (alsoaddexpirationfield)

000*001* 00* 01*




Kademliag refreshingthe routingtable

A Refreshour k-buckets

A Foreachk-bucket askaboutarandom
keyin intsrange

A Keepbestnodesin our k-bucket

A k-bucketsfor smallerdistancedet us
know everythingaboutclose
neighbourhood

A k-bucketsfor biggerdistancesor moving
to far areasof spacefaster

ANAT andther connectionproblemsc
nodesaskedoy FIND NODifave
connectionto their peerswhichreturn as
ananswerc they canhelpin connecting
to them (hole punchingetc.)




Kademlia storingandlocatingvalues

AFIND_ VALUE:
A similarto FIND_NODE, buthen

nodeknowsthe valuefrom the key, //’ \\
y 111 ]A\/\ Space of 160—bit numbers 00...00

It respondswith it

AForany (key; value storedin a
node, periodicallyreplicateit
amongk knownnodesclosestto
Its key ¢ nodescomeand go




P2Plibrariesc libp2p

A Definesinterfacesfor implementations(APlthey musthave)

A Consistof parts: discoverypeerrouting, connectionand transport managemenséveral
interfacey, file storage

A Forexample peerrouting partmustimplementfindPeersfunction that returns peers
responsibleor agivenkey(closesj

A Proposedeerrouting mechanismsre Kademlisor mDHT(which discoversnodeslocally)

A Requireghe implementationsto haveNATtraversaI&_e.g |CElike), needfor relaying(possible
to turn off by user, whennon-passableNAT)encryptionoptions

A Implementationshavesublibrariesimplementinginterfacesand alsoseemto havesomenice
hightlevelfunctions(like just start anodeto join the network)

A _ ¢ JSalsoGO,Pythonand Rust(Pythonand Rustseem
veryincomplete

A Stillunderdevelopmentusede.g by IPFS

Project status

We've come a long way, but this project is still in Alpha, lots of development is happening, APl might change, beware of the
Dragons &3



https://github.com/libp2p/js-libp2p#api

P2Plibrariesc devp2p

A Specifiecommunicationprotocol (messagesandalgorithms
rather than API

A Messageencodedin RLPserializatiorformat (istsof strings
andsublistg

A Hello,Disconnect

A Kademlialike DHT Kote DiscoveryProtocolv4) fornode
discoveryc k=16, sort byastseenin k-bucket expirationfield
In queries

A Pingc checkif peeris alive

A Pongc replyto ping

A FindNodec as inKademlia

A Neighbors; replyto FindNode

A DatasentusingRLPx handshakeo asymmetricallyget a key
anduseit symmetrically TCP

A Mostimplementationsare part of whole Ethereumclients




P2Plibrariesc note

AUsingexistingP2Plibrary implementationmeansthat designchoices
haveto be consistentwith that library

AManyimplementationsarein progres

AMany decidenot to useexistinglibrary, butimplementown P2P
stackusingideasthey like about somelibrary and changingwhat
theyR 2 Viik2 § e.g SpacemeskO 2 dzt uRed«ypep, becausethey
wantedother binaryformat tha RLP andisinglibp2p would require
someadjustmentand afork)

% spacemesh




P2Plibraries- WebRTC

AWe appscanalsobe peers
AHasAPIsfor:

A Media Captureand Streams, getting data
from devicedike microphone

A RTCPeerConnecticrtonnectingto peers

A RTCDataChanneltransmittingdata
betweenpeers

We

.

bRTC




Protocols; Bitcoin

AJoiningthe networkrelyingon some
knownstablenodes

A Gossipike information spreadingand
routing

ANodes
A lightweight
A full
A miners
A referenceBTCzlient
A pool protocolservers
A relaynodes

APort 8333, TCP

A Sendinghasheof objects replyto get
full lackingobject




Bitcoing joiningthe network

AlfweR 2 yk6bwanyothery 2 RIB.Q &
_connlectt? seednodec stablenodelisted
In aclien

Aversionmessagereply verackif can
handle @lsocansendversionbackc if
nodewantsto spreadto our nodetoo)

A versionmessageontainsinformation
aboutif we are afull nodeandif we want
peerto relayeverythingto us (if set to
U Y 2 uHhaveto gefbloomfilters first)

A We sendaddr messageo propagateour
addressandgetaddrto get odressesf
other possib epeers(e.? thisnodecan
not want tohaveoutputto us)




Bitcoin¢ updateafter beingoffline

A In the versiormessagethereis alsoa
BestHeightield ¢ specifyingengthof our
mainchain

Fullnode

A g_etblocks(has_? here - of the topblock) both
sidesto checkif 1sty” 2 R &a&lras part of 2nd
y 2 R&hama

A 2ndnode sendsinv (messageontaining
hashes; a havesuchthings doyou want
sor?]ethlng< € U hashesoKnext500blocks
In chain

A Ournodedoesgetdataon them

A 1f we lackmore than 500blocks needto fetch
from more peers(limit perpeer

Lightweightnode:
A Asksthe full nodeonly aboutheaders




Bitcoing routing

AUpto 125connections
A 8 outgoing(initiated by us)

A 117incoming(initiated by the peen) s | g‘}“‘;‘ | "l‘

ATryto maintain8 outgoing

connections !

-\l ﬂ
‘}“ |
AConnectionsre bidirectional sides == ‘ o e TN
of communicationare equivalent ‘W 'O“ i
no matter if inboundor outbound ' { | ‘\
g . 282 N
A A . -

" \
Alncommingconnectionameanwe _w— 4\ R
helpsomeoneto connectto the
network




Bitcoin¢ spreadingnformation

ASendinv messageao peerswith
the new data hashesof blocks
andtransactiong wereceived

Alf they R 2 yh&éthat data,they
will respondin getdataaskingfor

it
ASPVWhodesDO NOEBpread
transactionanor blocks




Bitcoincg full nodetransactionandblock
validation

ACheckthat everynew
transaction(andevery
transactionin anew block) has
only UT XQransactiongalso

madeprviouslyin this block) as
Inputs




Bitcoin¢ SP\WWodecheckingf transaction
occured

AMaintain only chainof hashesof
the blocksc muchsmaller

AAskheadersinsteadof getblocks

AWe askaboutthe merkle proof
from blockwe knowthat
containsour transactionfrom
severalfull nodes(we set the
bloomfilter and askfor ablock
andget merkleblockmessage




Bitcoin¢ how do lightweight(SPVhodeget
transactionsnformation

A SP\hodeswant full nodesto passthem A filterload, filteradd, filterclear ¢ usedby
Information only abouttransactiongh SP\Whodeto managefilters

_ _ e
need(newincomingand mstructuresS\ﬁV A merkleblockg sentby full nodewhena

asksfor) - i Sl
AR 2 yweriitosaya A frasatiibnsthat are transactionmatchingfilter isfound

to that address ¢ securityreasons

A bloomfilters ¢ we definefamily of Mhash

functionsandwhat values0..Nhaveto be
out{Jut from them (we candefineseveral
patternsin abloomfilter ¢ a singlepatternis
usuallya singleaddresgpublic key/ TXID we
areinterestedin)

A for eachpattern, hashfunctionsare applied
?n_d b)lts In table of length N are set (naybe
wice

A if in the arrayat the end wehavezero bit in
placewhereit shouldbe 1,transactiondoes
not matcg otherwiseit pos&b_#matches
gblts couldbe settwice or by different hash
unctions



