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IntroductionςblockchainneedsP2P

Blockchainwantsto achieve:

ÅDecentralisation

ÅLack of central authority that can
control a system

ÅRobustness

ÅByzantinefault tolerance

Sounds like P2P.



P2P as a blockchainlayer

ÅSimilarlyas in computer
networks, we want to split the 
applicationinto abstraction
layersand usethemŀǎ αblack
boxesέ ƻƴ ŀ higherlevelof 
abstraction

ÅVM layerςchangesin the 
blockchainςe.g. BitcoinScript
bytecodes, EthereumVM



Nodetypesand tasks

W ςWallet, S ςstoringentire blockchain, 

C ςconsensus/blockmaking, 

R ςrelaying

ÅLightweightnodes(W, possiblyR (not in BTC))

ÅFull nodes(S+R)

ÅConsensusnodes(S+C+R) (PoWςminers)

ÅReference node(W+S+C+R)

ÅPoolProtocolServers(connectionbetween
the mainnetwork and miningpoolsusing
other protocolsinternally)

ÅIn privateblockchains, someauthenticationis
neededto participatein functionalities



Whatbusiness do nodeshavein doingtheir tasks?

ÅW ςjust wantsto knowthe balance

ÅS ςŘƻŜǎƴΩǘwant to rely on othersto 
checktransaction/blockvalidity

ÅC ςwantsto get rewardfor addinga 
newblockand spreadinformation
about it sothat it will be in longest
chain

ÅR ςbecauseof the protocolwhich
penalizesnon-propagatingnodes(to 
ensuregoodpropagation) e.g. peers
stop sendinginfo to themςbut some
lightweightnodesrely on full nodesto 
communicatewith network



Base protocols- gossip

ÅSimple family of protocols
ÅSharenewincominginformation

with neighbours(peers) ςwith all
or with somesubset
ÅCancomputeaggregatebasedon 

knowninformationor spread
receivedinformation
ÅSharinginformation in a waythat

doesnot flood the network too
much ςe.g. spreadonly
periodically
ÅAlsocalledepidemicprotocols



Nodetypesand tasksςinformationspreading

ÅInformation in the network 
needsto be well distributed(for 
full nodes)

ÅNo needto seekfor information
far away

ÅFloodingprotocols(gossip-like)

ÅTypicallysendhashesof what
we have(blocks, transactions) 
and peerasksfor more
information if it lacksobjectwith 
that hash



Nodetypesand tasksςwhata nodedoes
throughthe network
Whatdoesnodedo in the network:

Åjoin the network ςdiscovery

Åmaintainconnectionwith peers- routing

Åvalidateincomingaddedblock/pending
transactionςnot lightweightnodes

Åspreadblock/ transaction(either oursor
relayed) ςonlyR nodes

Åupdate knowledgeaboutblockchainς
whennew blockarrives, addall or only
what is interesting(e.g. Bloomfilters); 
alsoupdate after beeingoffline

Åconfirmtransactionof interesthasbeen
executed



Nodetypesand tasksςblock/transaction
broadcasting
ÅAs previouslytold, gossip-like

(control flooding)

ÅSpreadhashesof blocksand 
transactionswe haveto peers

ÅIf they lacka certainblockor
transaction, they askusto send
it

ÅBan mechanismin a network for 
maliciousnodesand nodesthat
do not broadcast (correct) 
information



Nodetypesand tasksςmakinga transaction

ÅCreateand signa transaction

ÅValidateit locally

ÅSendit to the network

ÅWait and update knowledgeas 
newblocksareadded



Nodetypesand tasksςpendingtransaction
verification

ÅKeeptrackof unspenttransactionoutputs
(UTXO in BTC / balancesin ETH) ςall (full
node) or onlysometransactions
(lightweight)
ÅErasefrom UTXO what hasbeenusedas 

input for anothertransaction
ÅCheckif inputshavenot beenusedand 

existςin earlierblocksor earlierin same 
blockςcheckin UTXO; lightweightnode
doesnot verify transactionsand blocks, 
but only tracktransactionsof interest
ÅCheckif output sum <= input sum
ÅCheckthat it iscorrectlysigned



Nodetypesand tasksςnewblockverification

ÅAs newblocksarrive, we want to 
verify themςverifyconsesus(e.g. 
PoWhashin BTC) and verify
transactionsin the block
ÅLightnodedoesnot verifywhole

block, typicallyit relieson a full
nodeto sendit onlyblockhashes
and filtered transactions(it does
not processblocks)
ÅFull nodesneedto rememberin 

whichblocktransactionswereused
(out of UTXO) ςif askedaboutan
old transaction



Nodetypesand tasksςupdatingknowledge
whennewblockarrives
ÅStoreinformationςupdate 

blockchainstate(storewhole
block, or onlya hash)

ÅCheckif anyof the transactions
in the blockinterestsusςif it
does, keepits blockID and track
confirmations(lightweightnode
relieson other nodesto send
them filtered transactions)

ÅSpreadinformationabout the 
block(R nodes)



Nodetypesand tasksςupdate after being
offline

ÅRetrievelackingblocksfrom 
peers(full node)

ÅRetrieveonlyhashesof the 
blocks(lightweightnode)



Nodetypesand tasksςverifyingtransactionof 
interestreallyoccured

ÅNeedto knowthe blockID (and 
position) ςthen verificationisdone
usingmerkletrees(SPV nodes
needto aska full nodefor a proof)

ÅIf blockID isnot known, needto 
checkeveryblock

ÅRatherŘƻƴΩǘcheckinputsetc. if we 
knowtransactionhasconfirmations



Base protocolsςDHT idea

ÅEachnodehassomesubspace(nearrandomlychosenID)

ÅCanbe usedto distribute (key, value) pairs

ÅCanbe usedfor network balancing(uniform randomID distribution)



Base protocols- Kademlia

ÅID issomebit sequence

ÅDistancebetweentwo IDsis the 
XOR of the IDstakenas a number; 
distancesgroupedby leadingbits

ÅNumberof nodesin nextdistances
decreasesby 2 at average

ÅParameters:
Å(numer of branchingfactor when

querying)
ÅB (lengthof a keyin bits)
Åk (maximum numer of neighboursin 

givendistance) Ą k-buckets



Base protocols- Kademlia

ÅProtocolmessages(RPCs):
ÅPING ςcheckthat neighbouris

alive
ÅFIND_NODE ςrecipientreturnsk 

nodesclosestto the key
ÅFIND_VALUE ςlikeFIND_NODE, 

but returnsvalueof the keyif
known
ÅSTORE ςstorea (key, value) pair in 

the node(not necesarillyonly the 
closestone)

ÅCommunicationthroughUDP



Kademliaςjoiningthe network

ÅMust knowat leastone node(e.g. 
hardcoded)
ÅPickrandomkeyςID
ÅFIND_NODE(my_ID) askedto known

node
ÅFIND_NODE:
Åusuallyaskedto nodesclosestto 

desiredkey
Åthe nodesreturn (IP, port, ID) tuplesfor k 

nodesthey knowclosesto that key
Åthen repeatsincewe now knownodes

closer(update our k-buckets)
ÅcanaddinformationaboutRTT and 

adjusttimeout for eachnodeto start 
newqueryafter this timesout ςdo not 
surpass(alsoaddexpirationfield)



Kademliaςrefreshingthe routing table

ÅRefreshour k-buckets
ÅFor eachk-bucket, askabouta random

keyin ints range
ÅKeepbestnodesin our k-bucket
Åk-bucketsfor smallerdistanceslet us

knoweverythingaboutclose
neighbourhood
Åk-bucketsfor biggerdistancesfor moving

to far areasof spacefaster
ÅNAT and other connectionproblemsς

nodesaskedby FIND_NODE have
connectionto their peerswhichreturn as 
ananswerςthey canhelp in connecting
to them (hole punchingetc.)



Kademliaςstoringand locatingvalues

ÅFIND_VALUE:
Åsimilarto FIND_NODE, but when

nodeknowsthe valuefrom the key, 
it respondswith it

ÅFor any(key, value) storedin a 
node, periodicallyreplicateit
amongk knownnodesclosestto 
its keyςnodescomeand go



P2P librariesςlibp2p
ÅDefinesinterfacesfor implementations(API they musthave)

ÅConsistsof parts: discovery, peerrouting, connectionand transport management (several
interfaces), file storage

ÅFor example, peerrouting part must implementfindPeersfunction that returnspeers
responsiblefor a givenkey(closest)

ÅProposedpeerrouting mechanismsareKademliaor mDHT(whichdiscoversnodeslocally)

ÅRequiresthe implementationsto haveNAT traversal(e.g. ICEςlike), needfor relaying(possible
to turn off by user; whennon-passableNAT), encryptionoptions

ÅImplementationshavesub-librariesimplementinginterfacesand alsoseemto havesomenice 
high-levelfunctions(like just start a nodeto join the network)

Åhttps://github.com/libp2p/js-libp2p#apiςJS, alsoGO, Pythonand Rust(Pythonand Rustseem
veryincomplete)

ÅStillunderdevelopment; usede.g. by IPFS

https://github.com/libp2p/js-libp2p#api


P2P librariesςdevp2p

ÅSpecifiescommunicationprotocol (messages) and algorithms
rather than API

ÅMessagesencodedin RLP serializationformat (listsof strings
and sublists)

ÅHello, Disconnect

ÅKademlia-like DHT (NoteDiscovery Protocolv4) for node
discoveryςk=16, sort by lastseenin k-bucket, expirationfield 
in queries
ÅPing ςcheckif peerisalive
ÅPong ςreply to ping
ÅFindNodeςas in Kademlia
ÅNeighborsςreply to FindNode

ÅData sentusingRLPxςhandshaketo asymmetricallyget a key
and useit symmetrically; TCP

ÅMost implementationsarepart of wholeEthereumclients



P2P librariesςnote

ÅUsing existingP2P library implementationmeansthat design choices
haveto be consistentwith that library

ÅMany implementationsarein progres

ÅMany decidenot to useexistinglibrary, but implementown P2P 
stackusingideasthey likeaboutsomelibraryand changingwhat
theyŘƻƴΩǘlikeςe.g. Spacemesh(ŎƻǳƭŘƴΩǘusedevp2p, becausethey
wantedother binaryformat tha RLP and usinglibp2p would require
someadjustmentand a fork)



P2P libraries- WebRTC

ÅWe appscanalsobe peers

ÅHas APIsfor:
ÅMedia Captureand Streamsςgettingdata 

from devices like microphone

ÅRTCPeerConnection- connectingto peers

ÅRTCDataChannelςtransmittingdata 
betweenpeers



ProtocolsςBitcoin

ÅJoiningthe network relyingon some
knownstablenodes

ÅGossip-like informationspreadingand 
routing

ÅNodes:
Ålightweight
Åfull
Åminers
ÅreferenceBTC client
Åpool protocolservers
Årelaynodes

ÅPort 8333, TCP

ÅSendinghashesof objects, reply to get
full lackingobject



Bitcoinςjoiningthe network 

ÅIf we ŘƻƴΩǘknowanyotherƴƻŘŜΩǎIP, 
connectto seednodeςstablenodelisted
in a client

Åversion message, replyverackif can
handle (alsocansendversion backςif
nodewantsto spreadto our nodetoo)

Åversion messagecontainsinformation
about if we area full nodeand if we want 
peerto relayeverythingto us(if set to 
ΰƴƻǘΩΣ ǿŜ haveto set bloomfilters first)

ÅWe sendaddrmessageto propagateour
addressand getaddrto get odressesof 
other possiblepeers(e.g. this nodecan
not want to haveoutput to us)



Bitcoinςupdate after beingoffline

ÅIn the version message, there isalsoa 
BestHeightfield ςspecifyinglengthof our
mainchain

Full node:

Ågetblocks(hash, here- of the top block) both
sidesto checkif 1st ƴƻŘŜΩǎchainispart of 2nd 
ƴƻŘŜΩǎchain

Å2nd nodesendsinv (messagecontaining
hashesςαL havesuchthings, do youwant 
somethingΚέύ ǿƛǘƘ hashesof next500 blocks
in chain

ÅOurnodedoesgetdataon them

ÅIf we lackmore than 500 blocks, needto fetch
from morepeers(limit per peer) 

Lightweightnode:

ÅAsksthe full nodeonlyaboutheaders



Bitcoinςrouting

ÅUpto 125 connections
Å8 outgoing(initiated by us)

Å117 incoming(initiated by the peer)

ÅTryto maintain8 outgoing
connections

ÅConnectionsarebidirectional, sides
of communicationareequivalent
no matter if inboundor outbound

ÅIncommingconnectionsmeanwe 
helpsomeoneto connectto the 
network



Bitcoinςspreadinginformation

ÅSendinv messageto peerswith 
the newdata (hashesof blocks
and transactions) we received

ÅIf theyŘƻƴΩǘhavethat data, they
will respondin getdataaskingfor 
it

ÅSPV nodesDO NOT spread
transactionsnor blocks



Bitcoinςfull nodetransactionand block
validation

ÅCheckthat everynew
transaction(and every
transactionin a newblock) has
onlyUTXO transactions(also
madeprviouslyin this block) as 
inputs



BitcoinςSPV nodecheckingif transaction
occured
ÅMaintainonlychainof hashesof 

the blocksςmuch smaller

ÅAskheadersinsteadof getblocks

ÅWe askabout the merkleproof 
from blockwe knowthat
containsour transactionfrom 
severalfull nodes(we set the 
bloomfilter and askfor a block
and getmerkleblockmessage)



Bitcoinςhowdo lightweight(SPV) nodeget
transactionsinformation
ÅSPV nodeswant full nodesto pass them

informationonlyabout transactionsthey
need(new incomingand in structuresSPV 
asksfor)
ÅŘƻƴΩǘwant to sayαƛ ǿŀƴǘ trasactionsthat are

to that addressέ ςsecurityreasons
Åbloomfiltersςwe definefamily of M hash

functionsand what values0..N haveto be 
output from them (we candefineseveral
patternsin a bloomfilterςa single pattern is
usuallya single address/public key/TXID we 
are interestedin)
Åfor eachpattern, hashfunctionsareapplied 

and bits in tableof lengthN areset (maybe
twice)
Åif in the arrayat the end we havezero bit in 

place whereit shouldbe 1, transactiondoes
not match; otherwiseit possiblymatches
(bits couldbe set twice or by different hash
functions)

Åfilterload, filteradd, filterclearςusedby 
SPV nodeto managefilters

Åmerkleblockςsentby full nodewhena 
transactionmatchingfilter is found


