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DNS Security
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Agenda

1. DNS protocol security
2. Extensions to the protocol
3. DNS system security
4. Domain owner privacy
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Domain Name System

●  Naming system for computers (example.com 
→ IP address)

●  Hierarchical (subdomain.example.com)
●  Distributed database
●  Used since 1985
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Use cases

● Web browsing
● Sending emails
● … anything that uses internet
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DNS Protocol
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Query

● Check local hosts file
● Check local cache
● If not found, query DNS server
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Server Structure

● Hierarchical server structure
● root – point to TLD servers
● Top level domain (TLD) – point to domain 
servers

● Domain servers
● Servers use caching
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Query Path
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Which DNS server

● OS - knows IP of two DNS servers 
(configurable)

● Typically, computers query gateway address 
(192.168.1.1)

● Routers query ISP DNS servers (orange etc.)
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What could possibly go 
wrong
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What could possibly go 
wrong

● Modified hosts file
● “Rogue” DNS servers

● untrusted wifi
● ISP banning certain websites
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ISP blocking
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ISP blocking
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Mitigations

● Modify hosts file with caution
● Use trusted DNS servers
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Good news

● Block ads
● Block Facebook (and others)

https://github.com/jmdugan/blocklists/blob/master/corporations/facebook/all

https://github.com/jmdugan/blocklists/blob/master/corporations/facebook/all
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What could possibly go 
wrong

● Modified hosts file
● “Rogue” DNS servers

● untrusted wifi
● ISP banning certain websites
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Does it really help?
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DNS query

● UDP – easy to spoof!
● Destination port 53
● Known format
● Not encrypted
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What could possibly go 
wrong

● Modified hosts file
● “Rogue” DNS servers

● untrusted wifi
● ISP banning certain websites

● router operator/ISP/NSA hijacks DNS packet. 
Then, it sends back its own response.
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DNS extensions
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DNSSec

●  Signs DNS records
●  Public key cryptography
●  Uses DNS hierarchy
●  Authentication, no encryption
●  Created in 1997
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DNSSec
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DNSSec adoption

● Most TLDs support it
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DNSSec adoption

● Most TLDs support it
● 12% of DNS queries are validated
●  only ~1% of .com, .net and .org domains 
deploy DNSSEC

● Even among the most popular domains, 
deployment is no more that 1.85% of domains.
Source (data from August 2016): https://securepki.org/sec17.html
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DNSSec adoption

Source (data from August 2016): https://securepki.org/sec17.html
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Other enhancements

● DNSCrypt – signs DNS responses
● DNS over https
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Other attacks
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Cache poisoning

● Wrong responses can propagate
● They get cached potentially for long time (TTL 
in days)

● Example: leaving malicious network doesn’t 
clear cached domains
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Turn of internet

● Internet doesn’t work without DNS
● DNS servers can be overloaded (DNS flood)
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DNS amplifcation

● DNS replies 70x request size
● UDP - spoof source IP
● Result: overloaded target server
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Domain owner privacy

● WHOIS – protocol to query the registered 
users or assignees of an Internet resource

● Interesting data is publicly available (name, 
address, e-mail address, phone number)
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WHOIS
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Hiding information

● Providing false info is 
bad idea

● Can pay extra to 
hide those details



  34 / 34

Questions?
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