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 Introduction
 Drivers for threat modeling
 STRIDE methodology

▪ Create diagram

▪ Identify threats

▪ Mitigate threats

▪ Validate model

 Reporting



 Weakness
▪ Common Weakness Enumeration (CWE)
▪ Example

▪ CWE-326: Inadequate Encryption Strength

▪ https://cwe.mitre.org/
 Vulnerability

▪ Common Vulnerabilities and Exposures (CVE)
▪ Example

▪ CVE-2016-0800 – a security vulnerability that allows to weaken TLS encryption if a vulnerable server 
supports SSLv2
▪ DROWN (Decrypting RSA with Obsolete and Weakened eNcryption)

▪ https://cve.mitre.org/
 Attack patterns

▪ Common Attack Pattern Enumeration and Classification (CAPEC)
▪ Example

▪ CAPEC-245 describes an XSS attack using doubled characters
[related to „CWE-85: Doubled Character XSS Manipulations”.]

▪ https://capec.mitre.org/
 CVSS

▪ Common Vulnerability Scoring System
▪ https://www.first.org/cvss/calculator/3.0

https://infosec-handbook.eu/blog/cvss-cve-cwe-capec/

https://capec.mitre.org/
https://infosec-handbook.eu/blog/cvss-cve-cwe-capec/


 Threat: a possible danger that might exploit a 
vulnerability to breach security and therefore 
cause possible harm.

 Threat can be

▪ Intentional

▪ Accidental



 Basic input to risk

 Usually we convert the above to

 Risk = f(I, P)

Value of an asset A e.g. bike

Threat T e.g. someone will steal it

Vulnerability V e.g. you leave it without locking

Business Impact I e.g. cost of the bike, consequence we don’t have it

Probability P e.g. how likely it is someone exploit the lack of lock, so
threat will materialize



 Threat modeling:

▪ a repeatable process that helps to find and 
mitigate all of the threats to a solution

 Understanding threats and applying
mitigations is a key to have a secured solution



 The following items are very connected

▪ Threat Model

▪ Security Requirements

▪ Information flows

▪ Security Architecture

 Changes in any of them may affect others



 Address risks by applying appropriate and 
relevant security mechanisms

 Find potential problems with security in early 
stages

 Build security into architecture and design



 STRIDE stands for

▪ Spoofing

▪ Tampering

▪ Repudiation

▪ Information Disclosure

▪ Denial of Service

▪ Elevation of Privilege

 Every iteration follows 4 stages
 Supported by Threat Modeling Tool from MS





 Start with a diagram based on high-level
architecture (context diagram)

 Break down specific parts if needed
 What to put on diagram?

▪ Everything what transport or store data

▪ Level of details depend on criticality



 Main categories of stencils

▪ Process: components, applications, web services

▪ External entity: human, system, service

▪ Data store: SQL DB, configuration file, HTML5 
storage, cookies, file system

▪ Data flow: HTTP, Binary, IPSec, RPC, SMB

▪ Trust boundary: line or border (Internet boundary)







Threat Property to secure

Spoofing Authentication

Tampering Integrity

Repudiation Non-repudiation

Information Disclosure Confidentiality

Denial of Service Availability

Elevation of Privilege Authorization









 Mitigation is the goal of Threat Modeling
 Every threat needs to be addressed
 Common ways to address threats:

▪ Redesign to eliminate

▪ Apply security controls

▪ Accept vulnerability (permanently or temporary)

 Criticality of the asset is a crucial factor in any
assessments and mitigations



Threat Property to secure Mitigations examples

Spoofing Authentication •Cookie-based authN, CAS, SAML2 

• Kerberos
• PKI, SSL/TLS certificates
• Digital signatures

Tampering Integrity • Message Authentication Codes (MAC)
• Digital signatures

Repudiation Non-repudiation •Auditing
• Digital signatures

Information Disclosure Confidentiality • Encryption
•ACLs

Denial of Service Availability • Filtering
•Quotas, timeouts
• High-availability design, load balancers

Elevation of Privilege Authorization •Group or role membership
• Privilege ownership



 Switch to analysis view
 Work with:

▪ Statuses: Not Started, Needs Investigation,
Not Applicable, Mitigated

▪ Priorities: High, Medium, Low

 Put Justification





 Do diagrams match the current state?

▪ Are changes in requirements and architecture
applied in threat model?

 Are threats enumerated and mitigated?

▪ Are mitigations associated with threats correctly?





 How to connect threat modeling in the SDL?
 How to make connection between Threat

Modeling Tool and other tools?

▪ Create tasks in TFS or Jira

▪ Update mitigations



 Simple scenario
Internet External Network Internal Network

Web browser Web server



 Simple scenario with a database
Internet External Network Internal Network

Web browser Web server Database server



 Scenario with a reverse proxy
Internet External Network Internal Network

Web browser

Web server

Database server

Reverse proxy

Active Directory

Q: Where is the EP? What is the split between Reverse Proxy and Web server?
Role of Web Access Management



 Scenario with a web portal (including SSO)
Internet External Network Internal Network

Web browser

Web server

Database server

Web portal

Active Directory



 Simple scenario with a SPA/RIA
Internet External Network Internal Network

SPA/RIA Web services Database server

Q: What if client needs to support offline mode?


