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WEJSCIE DO POJAZDU

» Zamki mechaniczne
» RKE system
» smart keys (PKES)
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Remote keyless entry
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RKE - REMOTE KEYLESS ENTRY

» Unlock
)




ROLLING CODE - GENERAL STUCTURE

Start

Preamble Payload Checksum
pattern

Payload:
» UID - Unique Identifier of the remote control
> Rolling counter value

» Pressed button (unlock/lock/open trunk)
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ROLLING CODE

ctr

ctr + A

> Petla zapobiega
przepetnieniu sig licznika

> Counter posiada niewielki

offset



> Audi: Al, Q3, RS, S3, TT, other types of Audi cars (e.g.
remote control 4D0 837 231)

» VW: Amarok, (New) Beetle, Bora, Caddy, Craver, e-Up, Eos,
Fox, Golf 4, Golf 5, Golf 6, Golf Plus, JeHa, Lupo, Passat, Polo,
T4, T5, Scirocco, Sharan, Tiguan, Touran, Up

» Seat: Alhambra, Altea, Arosa, Cordoba, Ibiza, Leon, MII,
Toledo

» Skoda: City Go, Roomster, Fabia 1, Fabia 2, Octavia, Superb,
YeG



VW GROUP

> Audi: Al, Q3, RS, S3, TT, other types of Audi cars (e.g.
remote control 4D0 837 231)

» VW: Amarok, (New) Beetle, Bora, Caddy, Craver, e-Up, Eos,
Fox, Golf 4, Golf 5, Golf 6, Golf Plus, JeHa, Lupo, Passat, Polo,
T4, T5, Scirocco, Sharan, Tiguan, Touran, Up

» Seat: Alhambra, Altea, Arosa, Cordoba, Ibiza, Leon, MII,
Toledo

» Skoda: City Go, Roomster, Fabia 1, Fabia 2, Octavia, Superb,
YeG
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ap|ai|az|as|aq|as|ag|ar Qo (@1 |az (a3 | G4 | G5 |G6 | QA7
Byte permutation o Combining function f 4 key;
32
48
ag|lai|as|as|as|as|ag|ar S-Box T
I~ AUT64 Block Cipher
\\§ Bit perm. o p
g
S-Box T

Qo |A1|A2 |03 (A4 (A5 )06 (A7 ,fs




00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

start UID ctr btn’ | btn
0 24 56 80 88 95
ao lai | as |as|as|as |ag | ar ap|a1|az|as|aqs|as|as|ar
Byte permutation o Combining,f:nction fJar ey
a0 | a1 ] as | as | as|as | as | az SBox 7
RSSNS L AUT64 Block Cipher
d T > Effective key size = 91.55

Qo |A1|A2 |03 (A4 (A5 )06 (A7 ,fs
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VW CIAG DALSZY

PP P¥

W VW 4 zamieniono szyfr na XTEA
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0x0001 uiD btn Ictr ks 0 chk

0 16 48 52 62 94 95 102
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Function f (takes 20 LFSR bits as input)

|

Keystream bit

Do zainicjalizowania potrzebujemy:

> D
» Klucz

> iv = ctr || btn
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UWAGI PRAKTYCZNE

Czas ataku - ok. 10 minut

Do wykonania potrzebujemy od 4 do 8 sladow. Aby je zdoby¢
mozemy :

» Zaktocic sygnat
» Samochod zignoruje niepoprawny sygnat
» My przechwytujemy wystany sygnat

» Wtasciciel naciska ponownie
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» PKES - Passive keyless entry and start
> Jesli podejdziemy wystarczajaco blisko samochdd sam sie otworzy

» Zagrozenie - Ataki typu przekaznikowego



[AKRESY DZIALANIA

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Key position Authorization Medium used
Car = Key | Key = Car
Normal mode: when the internal battery is present

— Remote Active open/close None UHF
Outside Passive open/close LF UHF
Outside | Trunk Inside Passive start LF UHF
Backup mode: when the internal battery 1s exhausted
< Remote Open/close Impossible

Outside Outside Open/close With physical key
Inside Start LF LF




PROTOKOLY PKES

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Car Key Car Key
Periodic Periodic
probing for r ‘ probing for
a key i . ) = Mmool _”>E a key i T e »_, T |
| 2. Ack (UHF) . If Key in range .
/ fcorrect. | 2- Key Response (UHF) . If Key in range
Challenge | : | ’ 4// and
the key W open fhe car . If Car ID correct

4. Key response (UHF) " If Car ID correct

If correct, :
open the car 4//
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Destination

point f o f Origin point

Wormbhole tunnel




RELAY OVER-CABLE ATTACK

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Amplifier

/ LF Signal Relayed > / \
-
’\>

&
- UHF Signal (Direct)

Car to Key Distance from 10 to 100 meters



RELAY OVER-THE-AIR-ATTACK

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

130 KHz Amplification Amplification

signal and filtering Up-mixing and filtering 2.5 GHz antenna
/ \ 2.5 GHz Signal ~100m
@ Generator
Signal relayed
at 2.5 GHz

130 KHz Amplification

and Filtering

Amplification

Down-mixing and filtering

2.5 GHz Antenna

< »
upto8m (\ 2.5 GHz Signal
@ Generator




REZULTATY

00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Car model Relay cable Key to antenna distance (1m)
Tm 30m 60 m No Amplifier | With Amplifier
open | go | open | g0 | open | g0 | open | gO | open go
Model 1 v v v v v v 2 0.4 * *
Model 2 v v A A A A | 0.1 0.1 24 2.4
Model 3 v v v v v v - - - -
Model 4 v v - - - - - - - -
Model 5 v v v v v v | 25 1.5 6 5.5
Model 6 v v A A A A | 06 0.2 3.5 3.5
Model 7 v v A A - - 0.1 0.1 6 6
Model 8 v A v A - - 1.5 0.2 4 3.5
Model 9 v v v v v v | 24 2.4 8 8
Model 10 v v v v - - - - - -
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PRZECIWDZIALANIA

Dla uzytkownika:

» Klatka Faradaya

> Wyjagnac baterie

Dla producenta

» Mozliwos¢ chwilowego wytaczenia PKES

» Zatrzymanie sygnatu chwile po otworzeniu drzwi

» Hardare’owa wersja wyciggniecia baterii
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https://www.youtube.com/watch?time_continue=28&v=bXfp8F4J2eI
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